Social Network

Guru Top Tips

You can stop someone from sending inappropriate messages. Just tap on the

Al contact and hit 'Block’ for safe, fun messaging.
ASKfm Remember you can easily block someone from asking you a question on ASKfm
in the 'More' section of the app, this even covers anonymous questions.

BBM has a handy feature that let's you retract messages so the recipient can no

BBM longer see them. Just tap on 'Retract’ in the message to ensure they can't be

seen again.

Remember to restrict in app purchases when playing this game. They can range

Call of Duty from £1.99 to £99 and are simple for kids to do. Head to your settings page to

make sure your kids and wallet are protected.

Clash of Clans

Remember to restrict in app purchases when playing this game. They can range
from £1.99 to £99 and are simple for kids to do. Head to your settings page to
make sure your kids and wallet are protected.

Did you know once you remove a contact from the contact list it also blocks

Dubsmash them from sending 'dubs' to you? Don't worry they can be re-added but this is a
great way to ensure your kids are safe online.
Facebook & It's really simple to block someone on Facebook. Just click on a contact and
Facebook follow the prompts to block. They will not be able to send any inappropriate
Messenger messages once this is done.
FaceTime Don't forget, FaceTime allows you to block someone that is calling you. Just tap
on the 'i' next to their name, scroll down and tap 'Block this Caller'.
Remember to restrict in app purchases with FIFA Mobile. They can range from
FIFA Mobile £1.99 to £99 and are simple for kids to do. Head to your settings page to make
sure your kids and wallet are protected.
To stay safe with Flipagram, you can make your profile private by tapping on
Flipagram 'Edit profile' and then clicking 'Make profile private' this means no one will be
able to search for you.
. . With Friendlife, you can block people you are following easily by tapping on the
Friendlife . . o .
contact in your followers list and selecting 'Block’.
If you're worried about receiving inappropriate messages, long tap or swipe on
Glide the contact, then click 'More' then 'Block'. That user will not be able to contact
you again.
Google If you're worried about receiving inappropriate messages, tap the three vertical
& dots and then 'People' then 'Block'. That user will not be able to contact you
Hangouts

again.




Google+

Google+ let's you stop people or posts showing up on your timeline by tapping
the post or person then tapping the three vertical dots in the top right hand
corner. From here you can block the person and also report abuse.

IMVU

IMVU makes it simple to block online friends. Just tap on the contact, click
'More' and you can unfriend, block or report them.

Instagram

Instagram accounts can be made private so only your followers can see your

activity. Simply go to the 'Account' tab and then tap the cog in the top right

hand corner and tap the ‘Private Account’ toggle. Don't forget you can also
block your followers if you don't want them to see your posts.

Kik

Kik is a bit trickier than other messaging apps. On iOS you can block someone
from their contact by clicking on 'Info'. With Android you click on the main
menu, head to 'Chat info' and click on the top right hand corner to block.

Kiwi

This app allows you to hide any inappropriate content from your feed. Just tap
the left hand corner and toggle 'Filter Sensitive Media' and you won't get any
nasty surprises popping up.

Live.ly

A bit of a tricky one, this free app allows you to do an in-app purchase of 'coins'
to gift to other users. There is no way to block these but you can make your
account private. Be cautious about purchases through this app.

Lovoo

Lovoo isn't the most secure app as it relies on location information, in app
purchases and even when users are blocked they can view your profile but not
contact you. To block someone click on 'Options' then 'Block’.

Minecraft
Pocket Edition

Make sure you block possibly expensive in-app purchases in this popular
children's game. They can range from £1.99 to £99 and are simple for kids to
do. Head to your settings page to make sure your kids and wallet are protected.

MovieStarPlanet

MovieStarPlanet encourages In-App purchases but these are easily prevented.
Head to your settings page on 10S or to your Playstore account for Android
devices to ensure your kids and wallet are protected.

Musical.ly is linked to the Live.ly app and is simple to block a user. Just head to

Musical.l . . . .
¥ their profile and select 'Block this user' to use this app safety.

This teen dating site has it's own section on online safety and even includes

MyLOL suspicious keyword checking as well as allowing users to be blocked by clicking
on their profile and selecting report or block.

Omegle Omegle has no security measures in place so we recommend avoiding this app.

ooVoo has a heap of privacy setting options, you can choose who and how
ooVoo people contact you as well as who can view your information. Head to settings

and select privacy and security to look at options and make changes.
It's easy to block someone on PenPal World. You can click on 'Block' under the
PenPal World

user's profile to ensure you aren't contacted by anyone you don't want.




Periscope

With Periscope, broadcasts are public by default and anyone viewing can share
the broadcast on other social media. You can easily set your broadcast to
private by tapping the 'lock' icon before starting to film. You can also block a
user by going to their profile, tapping the 'gear' icon on the top left on iOS or
the 'menu' icon on Android, and tapping ‘Block User.’

Pinterest

Remember that images on Pinterest are searchable through Google so make
sure you don't load any personal information. You can also hide your profile
from searches by heading to 'Account Basics' and turning on 'Search Privacy'.

PokemonGo

For tips and advice for keeping children safe on Pokémon Go check out our
handy Parent Guide on www.02.co.uk/help/nspcc/pokemon-go

Roblox

You can add security for Roblox by turning on their 2 step verification. Every
time you log in an email will be sent to you with a security code which you will
need to enter when signing in.

Skype

Skype makes it simple to block a contact from messaging or calling you. Just tap
on the contact's name which gives you a menu where you can block the
contact.

Snapchat

Snapchat has a variety of security measures that are simple to use. You can
block who sends you snaps or change who can see your story by clicking the top
right hand corner, scrolling to 'Who Can' and choosing the option you want.
Don't forget to press the back button to save your selection.

Soundcloud

With Soundcloud, you can block an account from following or interacting with
you by going to their profile and clicking on the three dots in the top right.
Simply click on the 'Block’ option. A few options will come up, just pick the ones
that suit you and hit 'Block’.

Steam

Steam has its own online safety tool 'Steam Guard' you can enable this in your
'Account Details' section then head to 'Account Security'. This will help protect
your account.

Tango

Simply head to a users profile page, click in the upper right corner and select
'‘Block this person' to block a contact with Tango.

Tumblr

To ensure your blog is secure, you can change your blog's privacy and security
settings in the blog main menu. From here you can limit who sees the blog, who
can ask questions, who can message you and you can block people.

Twitch

Twitch's security setting allow you to 'Ignore' any inappropriate or harassing
comments by simply tapping on their username and selecting 'lgnore' so you
don't need to see anything from them again.

Twitter

Twitter allows you to keep your account private so you can protect your tweets
and stop people sending you direct messages. Head to your settings to ensure
you’re being safe online.

Viber

Viber allows you to block users by simply swiping your screen to the left,
clicking on the contact, 'More' then 'Block'. This is handy as you can also block
people in group chats.




WhatsApp

If someone is sending unwanted or inappropriate messages on WhatsApp, you
can block that person by clicking on that contact and selecting 'Block this
Contact' they will no longer be able to send anything to you.

Younow

Younow has live moderators that will review and act when you flag a user. You
can also block any user from posting on your profile or interacting in your
broadcasts by clicking on the user’s name, then the red flag icon in their mini-
profile, and select the 'Block' option.

YouTube

YouTube has a handy function that means you can restrict content based on
age restrictions and community flagging. This prevents any surprises coming up
on your YouTube feed. Simply click on 'Restricted Mode On/Off' to manage
your preferences which is either in 'Settings' on an app or down the bottom of
the page on a desktop version.




